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SUBJECT: Department of Defense (DoD) Chief Information Officer (CIO) Guidance
and Policy Memorandum No. 6-8510 - — Department of Defense Information
Assurance

The attached Department of Defense Information Assurance (1A) guidance
and palicy is effectiveimmediately. Secure, interoperable information capabilities that
meset both warfighting and business needs throughout the Department’ s Global
Information Grid (GIG) are fundamentd to redlizing the Joint Vison 2010 god of
Information Superiority. The atached guidance and palicy provides the framework for
achieving |A by ensuring the availability of systems, the integrity and confidentidity of
information, and the authertication and non-repudiation of eectronic transactions. These
IA services must be employed for dl information and systems, both classified and
unclassfied, and whether information is deemed misson critical, misson support or
adminigrative.

It is recognized that some of the measures caled for in the attached guidance and
policy cannot be fully implemented immediately; however, the cyber thregts and
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vulnerabilities to DoD Information Technology (IT) are such that implementation should
begin immediatdy where possble. Subsequent guidance will establish final dates for the
completion of specific measures. These dates will take into account the urgency and
priority of the |A need and the projected availability of adequate |A solutions.

A DaD Directive covering the attached policy and DoD Ingtructions on the
implementation of the policy will beissued after the norma coordination process.

If you have any questions, please direct them to Mr. Dondd L. Jonesin the Office
of the Director for Infrastructure and Information Assurance. He can be reached at (703)
614-6640 or e-mail dona d.|.jones@osd.pentagon.mil.

John Hamre

Attachment: Guidance and Policy for Department of Defense Information Assurance .



DRAFT 6-8510

Guidance and Palicy for Department of Defense | nfor mation Assurance
ASD (C3I)

1 PURPOSE: This guidance and policy establishes Department of Defense (DoD)
information assurance (IA) policy, assgns responshilities, and provides technica
implementation guidance to enable the secure exchange and use of information necessary
to the execution of the DoD misson. This issuance specificaly:

11 Edablishes information system misson categories, defines leves of
robusness and gSpecifies requirements for ther use, and defines and directs
implementation of a defense-in-depth drategy for applying integrated, layered protection
of the DoD’ s information systems and networks.

1.2. In the event of conflict, this guidance and policy takes precedence over DoD
Directive 5200.28, DoD Manual 5200.28-M, and DoD Directive C-5200.5 (references

(@, (b), and (c)).

2. APPLICABILITY AND SCOPE

2.1. Thisguidance and palicy appliesto:

211 The Office of the Secretary of Defense (OSD); the Military
Depatments, the Chairman of the Joint Chiefs of Staff; the Combatant Commands, the
Inspector Generd of the Depatment of Defense (IG,DoD); the Defense Agencies and
DoD fidd activities (heresfter referred to collectively as"the DoD Components”).

212. All information technologies that are used to enter, process, store,
display or transmit DoD informetion, regardless of classfication or sengtivity.

2.2. This policy memorandum does not address additiond measures that may be
required for the protection of foreign intdligence or counterinteligence information,
Sengitive Compartmented Information (SCI) (reference (d)), Single Integrated Operating
Pan — Extremdy Sendtive Information (SIOP-ESI) (reference (€)), or Specid Access
Program (SAP) information (reference (f)) that trangt DoD information networks.

23. This policy memorandum excludes Intdligence Community (IC) information
and information sysems operated within the DoD which fadl under the authority of the
Director of Centrd Inteligence (DCI) as provided for, but not limited to, reference (d).
The protection of IC information and information sysems not covered in reference (d)
shdl be coordinated through a process jointly determined between the DoD Chief
Information Officer (ClO) and the IC CIO.
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3. DEFINITIONS

Tems used in this policy ae defined in Nationd Security Telecommunications and
Information Systems Security Insgtruction (NSTISSI) No. 4009 (reference (g)) or a
Enclosure 2.

4, POLICY: ItisDaD policy thet:

41. The DoD ghdl follow an enterprise-wide IA architecture that implements a
defense-in-depth strategy which incorporates both technical and nonttechnica means and
employs multiple protections a different layers within information sysems and ther
supporting communications networks to establish and maintain an overal acceptable 1A
posture across the DoD.  Safeguards shal be applied such that information and
information systems maintan the gopropriate levd of confidentidity, integrity,
avalability, authentication, and nonrepudiation based on misson citicdity,
classfication or sendtivity of informaion handled (i.e, entered, processed, <tored,
displayed, or transmitted) by the system, and need-to-know, while maintaining required
levels of interoperability. Enclosure 3, Implementation Guidance, provides detalls on the
sdection and implementation of safeguards.

42. All DoD information sysems shdl be assgned to a misson category
(misson criticd, misson support or adminidrative) that reflects the type of information
handled by the system reative to requirements for integrity (including authentication and
non-repudiation) and availability services. Misson categories will be determined by the
DoD functiond doman owner (eg., command and control, logigtics trangportation,
medicd, intelligence, personnd, financia, etc.) or the responsble DoD Component head
in conaultation with the information owner. The misson category of sysems that handle
information from multiple domains shdl default to the highest category supported.
Sysem misson caegories, functiond doman, and information owner ae defined In
Enclosure 2, Definitions.,

43. All DoD information sysems shdl employ protection mechanisms that
satidfy requirements for high, medium, or badc leves of robusness. Generdly, high
robustness security services and mechanisms provide the most dringent protection and
rigorous security countermessures, while medium robustness provides for additiond
safeguards above the DoD minimum and basc robusiness is equivdent to good
commercid practice. Paragraph E3.5 of Enclosure 3 provides an in-depth discusson of
levels of robustness and detailed guidance on their gpplication to 1A solutions.

44. The DoD defense-in-depth drategy shdl be implemented using technica
solutions to the maximum extent possible in order to:

44.1. Ensure network and infrastructure services provide appropriate
confidentidity (eg., link encryption) and defenses againgt denia of service atacks (eg.,
divergity, routing table protection, planned degraded operation).
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44.2. Defend the perimeters of wel-defined information enclaves (eg.,
firewdls, intruson detection, uniform policy on protocols dlowed across perimeter
boundaries).

443. Provide appropriate layers and degrees of protection to dl
computing environments (e.g., internd hosts and applications).

44.4. Make appropriate use of supporting 1A infrastructures (eg., key
management, public key certificates, directories).

45. Reources sufficient to ensure compliance with this policy memorandum
shdl be planned, budgeted, alocated and executed.

46. Information assurance shdl be managed to ensure that the principles
contained in this policy memorandum are incduded in the decison-making processes
throughout the entire life cyde of dl sysems in accordance with DoD Regulation
5000.2R (reference (h)).

47.  All inter-connections of DoD information sysems, both internd and
externd, shdl be managed to continuoudy minimize community risk. Specificaly:

4.7.1. Interconnection of DoD sysems a the same classfication leve
shal be in accordance with established connection approva processes and shdl be
managed 0 that mutua risk is minimized and the protection of one sysem is not
undermined by vulnerahilities of other interconnected systems.

4.7.2. Interconnections of DoD sysems operating a different
classfication leves shdl be accomplished by processes consstent with the philosophy of
the Secret and Below Interoperability (SABI) process (reference (i) that have been
approved by the DoD (CIO) and, where appropriate, formaly coordinated with the IC
CIO.

4.7.3. All connections to non-DoD information systems, including foreign
nation sysems, shdl be accomplished in accordance with established DoD connection
approval processes and be coordinated with the IC CIO, as appropriate.

474. Interconnections of Inteligence Community sysems and DoD
sysems shdl be accomplished usng a process jointly concurred in by the DoD CIO and
theIC CIO.

48 DoD information sysems processing classfied information and naiond
security systems as ddineated by Title 10, United States Code, Section 2315 (reference
(), shdl employ mechanisms that sdisfy the requirements for high robustness.  Such
gydems shdl employ only Nationa Security Agency (NSA) cetified COMSEC
(cryptographic) products when the information trangts public networks or the system or
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network handling the information is accessble by individuds who are not cleared for the
classfied information on the system.

49. DoD Components shal acquire COMSEC products and services to protect
classfied sysgems through NSA as the centraized COMSEC acquistion authority, or
through NSA designated agents.

4.10. DoD information systems processing sendtive information subject to Public
Law 100-235 as codified in Title 15, United States Code, Section 278g-3 (reference (K))
shdl employ mechaniams that satisfy the requirement for basic robustness. Such systems
shdl employ products containing either NSA certified or Nationa Inditute of Standards
and Technology (NIST) vdidated cryptographic products when the information trandts
public networks or the sysem or nework handling the information is accessble by
individuas who are not authorized to access the information on the system.

4. 11. All security related commercid-off-the-shelf (COTS) and government-off-
the-shdf (GOTS) hadware, firmware, and <oftware components  (excluding
cryptographic products) required to protect unclassified DoD information systems shdl
be evauaed and vaidated prior to acquistion, using criteria and processes established by
NSA. All security related components used to protect classfied information must be
vaidated by NSA.

412, All DoD information sysems shdl be cetified and accredited in
accordance with the DoD Information Technology Security Certification and
Accreditation Process (DITSCAP), DoD Ingtruction 5200.40 (reference (1)).

4.13. Accessto DoD information systems shal be granted on a need-to-know
basis and will be in accordance with DoD Regulation 5200.2R (reference (m)).

414. DoD information sysems that dlow open, uncontrolled access to
information made avalable by the Depatment, such as information intended for
dissemination to the generad public (eg. publicly accessble web servers), or sysems that
dlow unregulated access to and from the Internet shdl be isolated from other DoD
sysems. The isolation may be physicd, or may be implemented by technicd means such
as an approved boundary protection product in accordance with the DoD policy for web
gte adminigration (reference (n)).

4.15. Interoperability between DoD and its vendors and contractors will be
accomplished using Externd Certificate Authorities (ECAs) that will operate under a
DoD CIO approved process which delivers a level of assurance that meets business and
lega requirements as determined by the DoD Compitroller and the DoD Generd Counsd.

4.16. All DoD information systems shal be monitored n order to detect, isolate,
and react to intrusons, disruption of services, or other incidents that threasten the security
of DoD operations or information technology resources. The information sysems are
adso subject to active penetrations and other forms of testing used to complement
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monitoring activities in accordance with DoD Directive 4640.6 (reference (0)), and
applicable laws and regulations.

417. Use of public key cetificates in DoD information sysems shdl be in
accordance with the DoD public key infragtructure policy (reference (p)).

418. All DoD pesonnd and support contractors shall be trained and
gopropriately  certified to peform the tasks associated with ther designated
responghbilities for safeguarding and operaeting DoD information systems in accordance
with joint USD (P&R) and ASD (C3lI) guidance (reference (q)).

4.19. Public domain software products (i.e, freeware) shdl not be used in DoD
information systems unless an officid requirement is edtablished, the product is assessed
for information assurance impacts, and approved for use by the responsible Designated
Approving Authority (DAA).

S. RESPONSIBILITIES:

51 The Assgant Secretary of Defense (Command, Control, Communications
and Inteligence) (ASD(C3l)), in his capacity as the DoD Chief Information Officer
(ClO), shall:

5.1.1. Monitor and provide oversight for al DoD IA activities.

512 Deveop and promulgate additiona DoD IA guidance consstent
with this memorandum.

513. Ensure tha dl DoD information sysems are assgned to a misson
category not later than one year from the date of this document.

514. Ensure the integration of IA initigtives with criticad infrastructure
protection (reference (r)) sector liaisons.

5.15. Edablish a forma coordination process with the IC CIO to ensure
proper protection of IC information within the DaoD.

5.1.6. Manage the Defense-wide Information Assurance Program (DIAP),
thet shdll:
516.1. Provide for the planning, coordination, integration, and
oversght of dl DoD A activities.

516.2. Edablish and monitor IA readiness as an integra part of
the DoD mission readiness criteria.

516.3. Mantan liason with the office of the IC CIO to ensure
continuous coordination of DoD and IC IA activities and programs.
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5.2. The Heads of DoD Components shdl:

5.2.1. Ensure compliance with this policy memorandum.

522. Deveop and implement an IA progran consgent with the
enterprisewide 1A architecture and the DoD defense-in-depth drategy focusng on
protection of Component-specific information and sysems (i.e, sudaning base, tacticd,
CAl interfaces to wegpon systems.) and ensure that:

5221 All information sysems implement access control and
intruson detection a system perimeter boundaries and within the system/network
management components.

5222 Classfied or sendtive information handled by systems that
are accessble by unauthorized (lesser cleared) individuas is protected by access control
and encryptionin addition to other, non-technical, security measures.

52.23. All dectronic transactions are provided data integrity and
authentication by the appropriate combinaion of digitad dgnature, keyed hash, and
encryption mechaniams.

5.2.3. Plan, budget and execute adequate resources in support of IA.

524. Ensure that Dedgnated Approving Authorities (DAAS) accredit
eech information syslem under their jurisdiction in accordance with the DITSCAP,
(reference (1)).

52.5. Develop Memorandums of Agreement (MOA), as appropriate, for
interconnection of information systems managed by multiple DAAs.

526. AsIgn misson categories to Component-specific sysems not later
than one year from the date of this policy.

527. ldentify and include IA requirements in the design, acquigtion,
ingallation, operation, upgrade or replacement of dl sysem technologies and supporting
infrastructures including sustaining base, tactica, and C4l interfaces to weapon systems.

52.8. Ensure that I|A awareness, traning, education, and
professondization ae provided to dl personnd commensurate with their respective
responghilities for usng, operding, adminigering, ard mantaining DoD information
systems in accordance with reference (Q).

5.2.9. Comply with established connection gpprova processes for dl
information systems connections.
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5.2.10. Share techniques, technologies, and R&D rdating to 1A with other
DoD components.

5211. Provide for an IA monitoring and testing capability n accordance
with reference (0) and gpplicable laws and regulations.

5212. Provide for a vulnerability and incident response and reporting
capability.

5.2.13. Take agppropriate actions in response to system vulnerability adert
notifications issued through the Information Assurance Vulneability Alet (IAVA)
Process (reference (9)).

5214. Report al sysems security incidents in accordance with CJCS
ingructions.

5215. Take action in response to Information Operation Conditions
(INFOCONYS) asdirected by the CICS. (reference (t)).

5.2.16. Comply with DoD COMSEC ingtructions and regulations.

5217. Ensure that contractors and agents comply with requirements to
protect classfied and sengtive unclassified information.

5.2.18 Ensure that dl COTS products acquired for security functions
have been evauated under criteria established by NSA.

5219. Secure information systems and networks by acquiring and
employing IA solutions in accordance with the robustness policies described in the
implementation guidance a enclosure 3, Implementation Guidance.

5220. Consult the 1A Technica Framework (IATF) and published
Common Criteria (CC) Protection Profiles for guidance regarding common classes of
network and system attacks, interoperability and compatibility with the defense-in-depth
srategy, and 1A solutions that should be considered to counter attacks.

52.21. Acquire IA solutions that have been evduated usng the Common
Criteria Evduation and Vdidaion Scheme based on the Nationd Information Assurance
Program (NIAP) process.

5222. Implement 1A solutions following the risk assessment process
outlined in the DITSCAP, (reference (I)) to insure proper IA risk management and
sugtanment.
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5.223. Ensure that access to DoD information systems and access to
soecified types of information (eg., inteligence, proprigtary) under their jurisdiction is
granted only on aneed to know basis.

53. The Charman, Joint Chiefs of Staff, in addition to the resgpongbilities
gpecified in paragraph 5.2., shdl:

531 Ensure that Combatant Commanders incorporate appropriate 1A
eements in the generation of requirements for systems support to Joint and Combined
operations.

532  Vdidae requirements for foreign nation access to DoD-wide
dements of the informaion infrastructure (eg., the Defense Information Systems
Network (DISN)). Vadidated requirements shdl be submitted to the agppropriate
connection approval process.

5.3.3. Manage the DoD Information Operations Condition (INFOCON)
process and declare changes in the DoD INFOCON, as appropriate.

5.4. The Commander, JTF-CND gdl:

54.1. Coordinate and direct DoD-wide computer network defense
operations to include:

54.11. Actions necessary for a synchronized defense of DoD
computer systems and networks (e.g., network patches, firewal rules).

54.1.2. Actions necessaxy to stop a computer network attack
(CNA), limit damage from a CNA, and restore effective computer network service
folowingaCNA.

54.2. Issue INFOCONSs to aert DoD Components of DoD-wide cyber
gtuations that threaten the DoD and require increased awareness and specific defensive
postures.

5.5. The Director, Nationd Security Agency (NSA), in addition to
respongbilities specified in paragraph 5.2., shdll:

551 Implement an IA inteligence capability responsve to requirements
for the DoD, less DIA responsihilities.

55.2. Provide IA services to DoD Components as required to assess the
threst to, and vulnerability of, IA technologies.
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55.3. Serve as the DoD focd point for INFOSEC R&D in support of 1A
requirements to include protection mechanisms, detection and monitoring, response and
recovery, and | A assessment tools and techniques.

554. Lead the devdopment of an IA technicad framework in support of
the defense-in-depth drategy and provide engineering support and other technica
assigance for itsimplementation within DoD.

555, Edablish and manage a program for the evduation and vaidation
testing of commercialy developed IA products in categories directed by the DoD CIO.

55.6. Cetify cryptographic products that are used to protect classfied
information or information processed by nationd security sysems as delineated by Title
10, United States Code, Section 2315 (reference ()).

55.7. Certify cryptographic modules required for protection of sengtive
information delinested in Title 15, United States Code, Section 278g-3 (reference (K)).

55.8. Edablish criteria and processes for evaduaing and vaideting dl
security related commercid-off-the-shef (COTS) and government-off-the-shelf (GOTS)
hardware, firmware, and software components (excluding cryptographic  modules)
required to protect unclassfied DoD information sysems. Vdidate al security-related
components used to protect classified information.

55.9. Coordinate activities of the Nationd Security Incident Response
Center (NSIRC) (reference (u)) with other DoD Components to integrate NSIRC efforts
into protection of the enterprise.

5.5.10. Act asthe centralized COMSEC acquisition authority.

56. The Director, Defense Intdligence Agency (DIA), in addition to the
respongbilities specified in paragraph 5.2, shdl:

5.6.1. Providefinished inteligence on 1A to DoD Components.

56.2. Deveop, implement, and oversee an |IA program for layered
protection of the DoD Intelligence Information System (DoDIIS).

56.3 Manage the connection approval process for Joint Worldwide
Intelligence Communications System (JWICS) dements of the DISN in accordance with
the process determined under paragraph 4.7.4., above.

57. The_Director, Defense Information Systems Agency (DISA), in addition to
the respongbilities specified in paragraph 5.2., shdll:
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5.7.1. In coordination with NSA, develop, implement and oversee a single
IA drategy for layered protection (defense-in-depth) of the DoD-wide dements of the
information infrastructure.

5.7.2. Manage connection approva processes for Secret Internet Protocol
Router Network (SIPRNET) and Unclassified But Sendtive Internet Protocol Network
(NIPRNET) eements of the DISN.

573. Opeae and mantan, in coordination with the other DoD
Components, an information system monitoring and incident response center.

5.7.4. Coordinate with and support the JTF-CND.

575. In coordination with the Joint Staff, NSA, and DIA as required,
maintan security accreditation of the DoD-wide dements of the information
infrastructure.

576. Coordinate the DoD Information Assurance Vulnerability Alert
(IAVA) Process (reference ().

5.7.7. Implement and maintain the DITSCAP, (reference (1)), for security
certification and accreditation of DoD component and contractor information technology
sysems.

5.8. The Director, Defense Security Service (DSS), in addition to the
respongbilities specified in paragraph 5.2. shal:

58.1. Monitor information system security practices of DoD contractors
processng classfied information in accordance with DoD Directive 5220.22M (reference

V).

582. Ingpect COMSEC accounts as a part of regular industrial security
ingpections at DoD contractor facilities.

5.9. Each Desgnated Approving Authority (DAA) shdl:

59.1. Be responsble for the security of al systems under his or her
jurisdiction.

59.2. Review and approve security safeguards and issue accreditation
datements for each system under their jurisdiction, based on the acceptability of the
safeguards and compliance with the DITSCARP (reference (1)).

593. Enaure that dl required safeguards, as specified in accreditation
documentation, are implemented and maintained.

10
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594. Identify security deficiencies and initiate appropriate action to
achieve an acceptable security level as required.

595. Ensure that Information Systems Security Managers (ISSMs),
Information Systems Security Officers (1SSOs), and Systems Adminidrators (SAs) are
desgnated for dl sysems under their jurisdiction, and that they receive the leve of
traning necessary and agppropriate certification to perform the tasks associated with their
assigned respongbilities.

596. Veify that data ownership is edtablished for each sysem under
their jurisdiction and that the system has been assigned to a mission category.

59.7. Ensure that, when required, sysems provide mechanisms for
controlling access to gspecific information (eg., intdligence, proprigtary) based on
mission and need-to-know determinations made by information owners.

5.9.8. Ensure that a process for reporting security incidentsis established.

5.10 Each Information Systems Security Manager (ISSM) shdl:

510.1. Seve as the focd point for policy and guidance on IA matters
within their activity.

5.10.2. Provide policy and program guidance to subordinate activities.

5.11. Each Information Systems Security Officer (1ISSO) shdl:

511.1. Ensure that systems for which they have cognizance are operated,
used, maintained, and disposed of in accordance with the system accreditation package
security policies and practices.

511.2. Have the authority to enforce 1A policies and safeguards on Al
personnel having access to the system for which the ISSO has cognizance.

5113 Ensure that users have the required security clearances,
authorization and need-to-know, have been indoctrinated, and are familiar with required
Security practices prior to being granted access to the system.

511.4. Ensurethat audit trails are reviewed periodicaly.

5.11.5. Report al security incidents as directed by the DAA.

5.11.6. Report on the IA posture of the information system, as required by
the DAA.

5.12. Each Sysem Adminidrator (SA) shdll:

11
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5.12.1. Work closdly with the ISSO to ensure the system is used properly.

5122. Asss the ISSO in mantaning sysem configuration controls and
need-to-know information protection mechanisms.

5.12.3. Advisethe ISSO of security anomalies or integrity deficiencies.

5124. Adminiser, when gpplicable, user identification or authentication
mechanism(s) of the system.

5.125. Perform system backups, software upgrades and system recovery,
including the secure storage and distribution of backups and upgrades.

6. EFFECTIVE DATE: Thispadlicy is effective immediatdy.

Enclosures— 3
1. References
2. Ddfinitions
3. Implementation Guidance

12
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(End. 1)
—E1 ENCLOSURE 1
REFERENCES

@ DoD Directive 520028, “Security Requirements for Automated
Information Systems (AlSs),” March 21, 1988

(b) DoD 5200.28-M, “ADP Security Manud,” January 1973 and Change 1,

June 24, 1979

(© DoD Directive C-5200.5, “ Communications Security (COMSEC) (U),”
April 21, 1990

(d) DCID 6/3, “Protecting Sendtive Compatmented Information Within
Information Systems,” June 13, 1999

(e SM-313-83, “Safeguarding the Single Integrated Operationa Plan (U),”
May 10, 1983

® DoD Directive O-5205.7 “Specia Access Program (SAP) Policy,” January
13,1997.

9 Nationd Security Telecommunications and Information Systems Security
Instruction (NSTISSI) No. 4009 rev 1, “Nationd Information Systems Security
Glossary,” January 1999

(p)] DoD Regulation 5000.2-R, “Mandatory Procedures for Mgor Defense
Acquistion Programs (MDAPs) and Mgor Automated Information Sysem (MAIS)
Acquisition Programs,” March 23, 1998

0] Assgant Secretary of Defense for Command, Control, Communications,
and Intelligence Memorandum, ‘Secret and Below Interoperability (SABI),” March 20,
1997

()] Title 10, United States Code, Section 2315

(k) Title 15, United States Code, Section 278g-3

()] DoD Ingruction 520040, “DoD Information Technology Security
Certification and Accreditation (C&A) Process,” December 30, 1997

(m  DoD Regulation 5200.2R, “Personnd Security Program,” May 6, 1992

(n) Deputy Secretary of Defense Policy Memorandum, “Web Site
Administration,” December 7, 1998

(o) DoD Directive 46406, “Communications Security (COMSEC)
Monitoring and Recording,” June 26, 1981

(p) Deputy Secretary of Defense Memorandum, “Department of Defense
(DoD) Public Key Infrastructure (PKI),” May 6, 1999

(o)) Under Secretary of Defense (Personnd and Readiness) and Assgtant
Secretary of Defense for Command, Control, Communications, and Inteligence Joint
Memorandum, “Information Assurance (IA) Training and Certification,” June 29, 1998

)] Presdential Decison DirectivelNSC —63, Subject: “Criticad Infrastructure
Protection,” May 22, 1998

(9 Secretary of Defense (SECDEF) Message, The Information Assurance
Vulnerability Alert (IAVA) Process, ASD (C3I)_DTG 252016Z June 1998
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® Charman of the Joint Chiefs of Staff Memorandum CM-510-99,
“Information Operations Condition (INFOCON)”, 10 March 1999

()] Nationd Security Telecommunications and Information Systems Security
Directive (NSTISSD) No. 503, “Incident Response and Vulnerability Reporting for
National Security Systems,” August 30, 1993

) DoD Directive 5220.22M, “Nationd Indudria Security Program
Operating Manual,” January 1995 and supplement, February 1995
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(End. 2)
—E2. ENCLOSURE 2
DEFINITIONS

E2.1. Common _ Operating  Environment. The collection of dandards,
specifications, and guiddines, architecture definitions, software infrastructures, reusable
components, application  programming  interfaces (APls), methodology, runtime
environment definitions, reference implementations, and methodology, that establishes
an environment on which a sysem can be built. The COE is the vehicle that assures
interoperability  through a reference  implementation  that  provides  identica
implementation of common functions. It is important to redize that the COE is both a
standard and an actua product. (DIl COE I&RTS)

E22. Community Risk. A combination of: 1) the likdihood that a threat will
occur within an interacting population; 2) the likedihood that a threat occurrence will
reult in an adverse impact to some or al members of that populace; and 3) the severity
of the resulting impact. (SABI Terms of Reference (TOR))

E2.3. Connection Approva. Authorization to link or join a sysdem with an
exiging network. (SABI TOR)

E2.4. Criticdity. A measure of how important the correct and uninterrupted
functioning of the system is to nationd security, human life, safety, or the misson of the
using organization; the degree to which the system performs critica processng.  (SABI
Handbook)

E2.5. Defense In Depth.  The security gpproach whereby layers of 1A solutions
ae used to edablish an adequate 1A posture. Implementation of this drategy dso
recognizes that, due to the highly interactive nature of the various sysems and networks,
IA solutions must be congdered within the context of the shared risk environment and
that any single sysem cannot be adequatdly secured unless dl interconnected systems are
adequately secured..

E2.6. Defense Information Sysems Network (DISN). A sub-dement of the
Defense Information Infrastructure (DII), the DISN is the DoD’s consolidated worldwide
enterprise  levd tdecommunications infradructure  that  provides the end-to-end
information transfer network for supporting military operations. It is transparent to its
users, facilitates the management of information resources, and is responsve to nationd
security and defense needs under dl conditions in the mos efficient manner. (DoDlI
5200.40, DITSCAP, modified)
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E2.7. DoD Informaion Technology Security Certification and Accreditation
Process (DITSCAP). The gandard DoD gpproach for identifying information security
requirements, providing security solutions, and managing information technology system
security. (DoDI 5200.40)

E28. Endae. An environment that is under the control of a dngle authority
and has a homogeneous security policy, including personnd and physica security. Loca
and remote dements that access resources within an enclave must satisfy the policy of the
enclave. Endaves can be specific to an organization or a misson and may aso contan
multiple networks. They may be logica, such as an operationd area network (OAN) or
be based on physical location and proximity.

E29. Extend Cetificae Authority. An agent that is trusted and authorized to
issue certificates to approved vendors and contractors for the purpose of enabling secure
interoperability with DoD entities. Operating requirements for ECAs must be gpproved
by the DoD CIO, in coordination with the DoD Comptroller and the DoD Generd
Counsd. (DoD PKI Palicy)

E2.10. Functiond Domain. An identifiable DoD functiond misson aea For
purposes of this policy memorandum, the functiona domains are: command and control,
goace, logidtics, transportation, hedth affairs, personnd, financia services, public works,
research and development, and intelligence, surveillance, and reconnaissance (ISR) .

E2.11. Incident and Detection Response Capabiliies  The edablishment of
mechanisms and procedures to monitor information systems and networks, detect, report
and document attempted or redlized penetrations of those systems and networks, and
ingtitute gppropriate countermeasures or corrective actions.

E2.12. Information Assurance.  Information operations (I0) that protect and
defend information and information systems by ensuring their avalability, integrity,
authentication, confidentidity, and non-repudiation. This incdudes providing for
resoration of information sysems by incorporating protection, detection, and reaction
capabilities.  (DoDD S-3600.1)

E2.13. Informatiion Assurance Vulnegability Alet (IAVA). The comprehensve
digribution process for notifying CINC's, Sevices and agencies (C/SA) about
vulnerability derts and countermeasures information.  The IAVA process requires C/SA
receipt acknowledgment and provides gpecific time parameters for implementing
aopropriate countermeasures depending on the criticality of the vulnerability. (JTF-
CND CONOP)

E2.14. Information Operations Condition (INFOCON). The INFOCON is a
comprehensive defense posture and response based on the status of information systems,
military operations, and intdligence assessments of adversary capabilities and intent.
The INFOCON system presents a structured, coordinated approach to defend against a
computer network attack. INFOCON measures focus on computer network-based
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protective measures. Each levd reflects a defensive posture based on the risk of impact
to military operations through the intentiond disruption of friendly information sysems
INFOCON levels are NORMAL (norma activity); ALPHA (increased risk of attack);
BRAVO (specific risk of attack); CHARLIE (limited attack); and DELTA (generd
atack). Countermeasures a each levd include preventive actions, actions taken during
an attack, and damage control/mitigating actions. (CJCS MEMO CM-510-00, 10 March
1999)

E2.15. Informaion Owner. The organization which creates and is respongble for
managing specific information. Usudly the principa user of the information created.

E2.16. Information Sysem  The entire infradtructure, organization, personnd
and components for the collection, processing, dorage, transmisson, display,
dissemination and digpostion of information.  (NSTISS| 4009)

E2.17. Infragtructure. The framework of interdependent networks and systems
comprising identifiable indudtries, inditutions, and digtribution capabilities that provide a
continua flow of goods and services essentid to the defense and economic security of the
United States, the smooth functioning of government at dl levels, or society as a whole.
(DoDD 5160.54, Critical Asset Assurance Program (CAAP))

E2.18. Intdligence Community [nformation: Intelligence Community
Information refers to Sendtive Compartmented Information and any other information
that is classfied pursuant to section 1.5(c) of Executive Order 12958 that aso bears
goecid intdligence handling makings found in the "Authorized Classfication and
Control Markings Registry” maintained by the Community Management Staff.

E2.19. Layeed Defense. A combinaion of security services, software and
hardware, infrastructures, and processes which are implemented to achieve a required
level of protection. These mechanisms ae additive in naure with the minimum
protection being provided by the network and infrastructure layers.

E2.20. Levd of Robushess The characterization of the drength of a security
function, mechanisms, sarvice or solution, and the assurance (or confidence) that it is
implemented and functioning correctly. DoD has three levels of robustness:

a  High: Security services and mechaniams that provide the mogt dringent
available protection and rigorous security countermeasures

b. Medium: Security services and mechanisms that provide for layering of
additiond safeguards above the DoD minimum.

c. Badc: Security services and mechanisms that equate to good commercid
practices.

E2.21. Misson Category. Applicable to information sysems, the misson
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category reflects the importance of information reative to the achievement of DoD gods
and objectives, particulaly the warfighte’'s comba misson. Misson categories are
primarily used to determine requirements for avalability and integrity services. DoD
will has three mission categories.

a Misson Criticl. Sysems handling information which is determined to be
vita to the operaiond readiness or misson effectiveness of deployed and contingency
forces in teems of both content and timdiness and must be absolutely accurate and
avalable on demand (may incude dassfied information in a traditiond context, as well
as sengdtive and unclassified information).

Sub-Category 1 Misson Criticd systems include those defined by the
Clinger/Cohen Act as Nationd Security Sysems (inteligence activities cryptologic
activities related to nationa security; command and control of military forces, integra to
a wegpon or wegpons sysems, sysems criticd to direct fulfillment of military or
intelligence missons.

Sub-Category 2 Misson Critical sysems include those identified by the
CINCs which if not functiona would preclude the CINC from conducting misson across
the full spectrum of operations incduding: nuclear, readiness (including personne
management  criticdl  to  readiness), trangportation,  sustainment,  modernization,
aurvelllance / reconnaissance, financid, security, safety, hedth, information warfare,
information security.

Sub-Category 3 Misson Criticd systems include those required to
perform Department level and Component level core functions.

b. Misson Support. Sysems handling informaion that is important to the
support of deployed and contingency forces, must be absolutely accurate, but can sustain
minimal dday without serioudy affecting operationa readiness or misson effectiveness
(may be dassfied information, but is more likdy to be sendtive or undassfied
information).

c. Adminigrative. Sydems handling information which is necessary for the
conduct of day-to- day busness, but does not materidly affect support to deployed or
contingency forces in the short term (may be classfied information, but is much more
likely to be sengtive or undassfied information).

E2.22 Nationd Security System. Any tdecommunications or information
system operated by the Department of Defense, the function, operation, or use of which:
1. involves intdligence activities 2. involves cryptologic activities reaed to naiond
security; 3. involves command and control of military forces, 4. involves equipment that
is an integrad part of a wegpon or wegpon system; or 5. is critical to the direct fulfillment
of military or intelligence missons and does not include a sysem that is to be used for
routine adminigrative and business gpplications (including payrall, finance, logittics, and
personnel management applications). (Title 10 U.S.C, Section 2315)
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E2.23. Network Centric. A haligic view of interconnected information systems
and resources that encourages a broader approach to secuity management than a
component-based approach. (SABI TOR)

E2.24. COpeding Environment. The totd environment in which an information
system operates. Includes the physical facility and controls, procedural and adminigrative
controls, personnel controls (e.g., clearance level of the least cleared user).

E2.25. Public Key Infragructure (PK1). An enterprise-wide service that supports
digitd sgnaures and other public key-based security mechanisms for DoD functiond
domain programs, incduding generation, production, distribution, control and accounting
of public key certificates.

E2.26. Senstive Compatmented Information (SCI). Classfied  informetion
concerning or derived from intelligence sources, methods, or andyticd processes, which
is required to be handled within forma access control systems established by the Director
of Centrd Intelligence. (DCID 1/19)

E2.27. Secret and Beow Interoperability (SABI) Initigtive. An ASD (C3l)
directed, JCS sponsored, NSA/DISA executed initiative to enhance Secret and Below
Interoperability, measure community risk, and protect the DoD information systems
infrastructure. (SABI Handbook)
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(End. 3)
-E3 ENCLOSURE 3
IMPLEMENTATION GUIDANCE

E3.1. Purpose and Overview

This enclosure provides gquidance on the sdection of appropriate  security
countermeasures required to secure the Globd Information Grid (GIG) architecture. This
document dso defines the defense-in-depth (D-i-D) technical drategy underlying the
DoD IA concept, in which layers of defense are used to achieve the security objectives. It
outlines the D-i-D drategy and points to the Informaion Assurance Technicd
Framework (IATF) which provides technicd solutions and implementation guidance for
specific Stuations.

E3.1.1. The enclosureis divided into the following sections.

?? Section E3.1. gives the purpose of the document, describes the sections,
provides an overview of information assurance, and shows how IA rdates to
the overdl GIG initiaive.

?? Section E3.2. describes the operationd environment and defines and explains
the purpose of mission categories.

?? Section E3.3. addresses defense-in-depth, provides tables that describe high
levd objectives, discusses target environments for the three mgor IT focus
areas (i.e, networks and infragructure, enclaves and boundaries, and the
computing environment), and the security management infrastructure.

?? Section E3.4. discusses the threat and attack environment and provides a table
of common threats and categories of attacks that may target various
components of the IT environment (i.e, networks, enclaves, hodts,
goplications).

?? Section E35 discusses levels of robustness for individua security services
and mechanisms and how they rdlate to overal |A solutions.

?? Section E3.6. addresses non-technicd countermeasures including: personnd,
physica, and procedurd security; security training, educeation and awareness,
marking and labeling; incident reporting and response; assessments, and, risk
managemen.

E3.1.2. Information Assurance (IA) services provide security by ensuring the
avalability of the information sysem, the integrity and confidentidity of information and
the accountability and non-repudiation of parties in dectronic transactions. To the
degree required, these 1A services must be employed for al information and systems in
the DoD (i.e, both dassfied and unclassfied, and whether deemed misson criticd,
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mission support or adminigretive). Further, the mgority of DoD information systems are
interconnected such that a scurity risk assumed by one entity is a risk shared by dl those
who are a part of the interconnected systems.  Security is needed not only for intra- CINC,
Service and Agency transactions, but dso for transactions among the DoD components,
and with other U.S. government departments, alies and trading partners.  For these
reasons, a comprehensve, common |A drategy becomes very important and al DoD
components must cooperate in its development and implementation.

E3.1.3 It is important to keep in mind that there are no “cookbook” solutions to
aopropriate 1A.  Any specific implementation is dependent upon an in-depth system
security anadyss and evauation which must teke into consderation al of the factors
(eg, sygem misson caegory, confidentidity requirements, threat, and operaing
environment) in order to tallor an gppropriate defense-indepth solution for the
implementation.  Additiond detall on security technologies that can satisfy defense-in

depth requirements may be found in the Information Assurance Technicad Framework
(http:/Amvww.iatf.org).

E3.1.4. Figure E3.1-1 below provides an overview of GIG. The diagram shows
how 1A, computing and network management services, and information distribution
savices are didributed across the computing and network environment. The diagram
lays the groundwork so that the reader may understand the importance of information
assurance across al components of the entire GIG architecture.

GI G Information Assurance Policy Panel

GIG Network anagement Panel

I nter oper ability Panel

information Assurance Services
Computing and Network Management Services

Information Distribution Services

Development Development
Environments Environments
—

User Wide User

Productivity Local §| Campus MetropolitanfOperational|  Area Productivity
Area Area Area Area Networks
Networks §Networks§ Networks § Networks | « CONUS

« Theaters

Environ-
ments

Environ-
ments

Regional and Global

Computing Network Architecture Computing
Architecture P Architecture

|
GI G Network Policy Panel /
GI G Enterprise Computing Policy Panel

Figure E3.1-1 GIG Computing and Networking Ar chitecture
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E3.15 The nead for securing the DoD information and systems againg the full
goectrum of cyber threats dictates the use of multiple 1A solutions. The fundamenta
principle is that layers of IA solutions are needed to establish an adequate |A posture.
Implementation of this drategy aso recognizes that, due to the highly interactive nature
of the various sysems and networks, any sngle system cannot be adequatdy secured
unless dl interconnected systems are adequately secured. Thus, an 1A solution for any
system must be considered within the context of the shared risk environment. The Bi-D
drategy is predicaled on a sound A technical framework, reflecting technicd,
performance and best practice standards developed in conjunction with the IT indudtry.
To the grestest extent posshble, the recommendations of the IATF must leverage
emerging commercid |A technology with avalable government IA technology. This
enclosure describes levels of security robustness in the IA solution components of the
defense-in-depth  drategy. It is dructured in accordance with the defense-in-depth
technical layers the network and infragtructure, the enclave boundary, the computing
environment, and overarching security management infrastructure.  Figure E3.1-2 below
depicts Defense-in-depth from technical, operational, and people related perspectives.
The primary focus of this guidance is the technicd implementation, however, operationd
and personnel aspects are discussed in sections E3.6.

Successful Mission Execution

Information Assurance

Information Assurance@

People Technology \Opaations

/ — ~ R )

. Tralr_n_ng_ e Defense * Assessment

+ Certification In Depth * Monitoring &

* Awareness Layers Analysis

. Systt_arr_] Sec_urlty » Security Criteria - Warning
Administration * IT/IA Acquisition

« Physical . Risk * Response
Security Assessments * Reconstitution

* Personnel * C&A

\ Security \ y Yy,

Figure E3.1-2 Defense-in-Depth
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E3.1.6 The document tree in Figure E3.1-3 below describes the overdl GIG Information
Asaurance effort and focuses on providing policy and guidance & multiple levels. As the
user goes down through the layers of the tree the technicd implementations will more
fully describe and support the capability to design security into systems during the
development and acquisition processes.

GIG Policy

v

GIG IA Policy and
Implementation Guidance

GIG Architecture
< Services, Protocoals, etc.
| v |
People Technology Operations
v v v
NIAP Information Assurance Technical Framework DITSCAP
. Supporting
-Testing Defendthe || Defend the Provide for Defend the | | |nfrastructures Certification
-Evaluation Network & Enclave Computing
External i and
Infrastructurg| Boundary _ Environment [| KMI/ || petect &
-Certification Connections PKI' ||Respond Accreditation
\ \ / / process
Executive Summaries, Protection Profiles

FigureE3.1-3GIG A Document Tree
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E3.1.7. The terms used in this document are the accepted defense-in-depth terms
referenced to the GIG Enterprise Architecture Framework. The GIG framework refers to
Uniform Technology Environments or (UTES). This term is newly defined and has not
been trandated to the defense-in-depth drategy until this document. A UTE is a
common, reusable configuration of technology componentss A UTE includes dl required
dements of hadware and <oftware, including those components for security,
management, and didribution services, but excluding applications. Figure E3.1-4 beow
depicts the use of UTE's within the GIG architecture. However, the GIG Framework
does not directly reference the concept of an enclave. The enclave is a very important
portion of the D-i-D layering concept and must be addressed in this document. For
purposes of this document, an enclave is defined as an environment that is under the
control of a dngle authority and has a homogeneous security policy, including personnd
and physicad security. Loca and remote eements that access resources within an enclave
mugt satisfy the policy of the enclave. Enclaves can be specific to an organization or a
misson and may dso contan multiple networks. They may be logicd, such as an
operationa area network (OAN) or be based on physica location and proximity. The
enclave encompasses both the network layer and the host and gpplications layer. The
enclave is a drategic concept of defense-indepth snce this is the primary layer for
firewals and other perimeter defense mechanisms.

Enterprise Computing and Network
Architecture Working Group

\ |

Local Network Regional and
Computing etworks Global Computing

Interoperability

Information Assurance

Systems & Network Management

Information Distribution

Local Service Regional and Common
Computing Networks & Global Application
UTEs N/W UTEs Computing UTEs Environments

Figure E3.1-4 GI G Enterprise Computing Ar chitecture
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E3.2. Operationd Environment

E3.2.1. Today, the DoD operates many sysems which pass information on
commercid network infrastructures between loca enclaves. Endaves typicdly contain
multiple loca aea networks (LANs) with computing resource components such as
cients (users), servers, and local switching/routing, which transmit, process, and dore
information. The network contains components such as routers and switches which direct
the flow of informaion through the infradructure. The infrastructure contans the
transmisson components (satellites, microwave, other RF spectrum, fiber, etc.), most of
it commercidly leased, to move information across the network. DoD employs the
Internet and public switched telephone network backbones, as well as the radio frequency
goectrum for voice and data transmisson. Figure E3.2-1 represents today's operating

environment from a high level networking perspective.  Detailed Defense in Depth layers
are defined in section E3.3.
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Figure E3.2-1 Operational Environment
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E3.2.2. Information transmitted, processed or <ored in this environment is
currently hierarchicaly “dlassfied” as Top Secret/ SCI, Top Secret, Secret, Confidential,
Sengtive (but Undasdsfied), or Unclassfied. In addition, information can be further
tagged with a number of handling cavests.

E3.2.3. While the long danding hierarchica dassfication scheme is useful for
identifying confidentidity needs, it is not very usgful in identifying needs for other 1A
savices such as sydem avalaility, data integrity, and user authentication.  Thus in
addition to dassfication, information and sysems within this environment need to be
categorized as Misson Critica, Misson Support or Adminidrative. Misson caegories
provide the bads for determining the levd of robusiness required for avalability and
integrity services, and are ggnificant from both cost and operationd perspectives. They
provide a means for prioritizing IT support and alocating resources based on needs for
system avallability and integrity services. These categories are defined as follows.

E3.2.3.1. Misson Criticd: These sysems handle information vitd to the
operationd readiness or misson effectiveness of deployed and contingency forces in
terms of both content and timdiness.  Information in these sysems must be absolutey
accurate and avalable on demand (may be dassfied, sendtive or undassfied
information).

E3.23.11.  Sub-Caegory 1 Misson Criticd Systems include those defined by
the Clinger/Cohen Act as Nationd Security Systems (inteligence activities, cryptologic
activities related to nationa security; command and control of military forces, integrd to
a wegpon or wegpons sysdems sysems criticd to direct fulfillment of military or
intelligence missons).

E3.23.1.2. Sub-Caegory 2 Misson Criticd Systems include those identified
by the CINCs which if not functiona would preclude the CINC from conducting their
misson across the full spectrum of operations, eg., nudear, readiness (including
personnd  management which is criticd to readiness), trangportetion, Sustainment,
modernization,  survelllancelreconnaissance,  financid,  security,  safety,  hedth,
information warfare, and information security.

E3.23.1.3. Sub-Caegory 3 Misson Criticadl Systems include those required to
perform Department-level and Component-level core functions.

E3.2.3.2. Misson Support: These sysems handle information important to
the support of deployed and contingency forces. Information on these sysems must be
accurate, but can sustain minima delays without serioudy affecting operationd readiness
or misson effectiveness (may be dassfied information, but is more likey to be sengtive
or unclassfied information).

E3.2.3.3. Adminigradive Thee sygems handle information which is
necessary for the conduct of day-to-day business, but do not materidly affect support to
deployed or contingency forces in the short teem (may be classfied but is usudly
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sengtive or unclassfied). It is recognized that this information may be recrested if the
need arises.
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E3.3. Defensein Depth

The concept of defense-in-depth was presented in the overview section of this
document. This section describes the four focus areas of defense-in-depth, discusses
target environments and proposes objectives for assurance of each focus area.

E3.3.1 Defend the Network and Infragtructure:  The network and infrastructure
incdludes large transport networks and other transmisson and switching capabilities
including operationd aea networks (OANSs), metropolitan area networks (MANS),
campus area networks (CANSs), and locd area networks (LANS), extending coverage
from broad communities to loca bases. Figure E3.3-1 depicts a high leve view of defend
the network and infragtructure layer with suggested placement for information assurance
components and mechanisms. Table E3.3-1 ligs the high leve djectives for the network
and infrastructure and should be used to define solutions sets in the architecture
framework. The target environment for networks and infrastructure includes data, voice,
wirdess (eg. cdlular, paging), and tacticad networks that support both the operationa
and drategic DoD missons. These networks can be DoD owned and operated (both
service and transport) or leased services (transport layer).

DoD Classifiec
Networks

DoD Protected

g Wide Area
IA Mechaniss — Networks

DoD Classified
Networks

DoD Unclassifiec Public Network
Networks
Leaenc
Wireless, Data, /—\ .
O Voice, & Tacticd Switches or Routers
E Domain Name Server In-Line Network
or Directory Encryptor

I Boundary Protection
e.g. firewals, IDS

Figure E3.3-1 Defend the Network and Infrastructure

28



DRAFT 6-8510

Objectivesfor Defend the Networks and Infrastructure

I3

NN

Ensure that DoD systems and networks follow a consstent architecture
Ensure that dl data within the DoD Enterprise is adequatdly protected

? Ensure that misson criticadl and misson support networks are protected against denia

of service

Ensure that networks are visible for monitoring purposes

Provide the ability to protect from, react to, and restore operations after an intrusion
or other catastrophic event

Ensure that the infrastiructure does not conflict with other backbone and enterprise
networks

Table E3.3-1. Objectivesfor Networksand I nfrastructure
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E3.3.2. Defend the Enclave Boundary: Defense of the enclave is focused on the
use of 1A components to add additiond protection a the enclave boundary.. An enclave
boundary exigts at the point of connection for a LAN or smilar network to the service
layer.. Figure E3.3-2 depicts a high leve view of defend the enclave boundary with
suggested placement of |A components and mechanisms (eg., firewdls and guards).
Table E3.3-2 ligs the high level objectives for enclave boundary protection and should be
used when desgning, implementing or integrating an information technology solution
that provides enclave boundary protection. Enclave boundary target environments
incude the following : sarvice layer networks including modem connections, classified
LANs within cassfied WANs (eg. tunneing information within the SIPRNET); use of
virtua private networks on service layers providers, remote enclaves, including remote
LANs or systems, laptops that may be connected remotely to different service networks
(e.g. Joint Task Force deployments, and high-low transfer and low-to-high trandfer.)

Local Secret
Network

IA Mechanisms

\A
L )
\ ‘ Remote

Access

Unclassified
etwork

Leaend

O Wireless, Data, Boundary Protection
Voice, & Tactica I e.g. firewalls, IDS

E Guards ‘ Client

Figure E3.3-2. Defend the Enclave Boundary
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Objectivesfor Defend the Enclave Boundary

NN

Ensure that physica and logical enclaves are adequatdly protected.

Enable dynamic throttling of services due to change in risk podure resulting from
changing INFOCONs

Ensure that sysems and networks within protected enclaves maintain acceptable
availability and are adequatdly defended againgt denid of service intrusons

Defend agangt the unauthorized modification or disclosure of daa sent outsde
enclave boundaries

Provide boundary defenses for those systems within the enclave that cannot defend
themselves due to technicd or configuration problems

Provide a risk-managed means of sdectivdy dlowing essentid information to flow
across the enclave boundary

Provide protection against systems and data within the protected enclave being
undermined by externa systems or forces

Table E3.3-2 Objectivesfor Enclave Boundary Defense
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E3.3.3. Defend the Computing Environment: Defense of the computing environment is
focused on servers and dients, to include the applications ingaled on them. An
goplication is any software written to run on a hos, and may include portions of the
operating system. Figure E3.3-3 depicts a high levd view of defend the computing
environment. Each  computing environment (eg., usr workgaion,  server,
system/subsystem) within the enclave requires a minimum of basc protection. Table
E3.3-3 ligs high levd objectives for computing environment protection.  The computing
environment includes the end user workdtation, both desktop and laptop including
periphera devices, servers induding web, application, and file servers gpplications such
as intrusion detection, e-mail, web, access control and the operating system.

Nominal Enclave | Vulnerability Scanner |

Inter

Net Network Application Communication Virus
IDS Server Server Server Detection >

| | an |

I I Backbone
Remote
Remote || Printer | [User User
Access
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Server Host
IDS SUBORDINATE
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(NT/UNIX)_Security

PK| Enabled
Applications™=———____ |

Wi NN

Protection

Figure E3.3-3 Defend the Computing Environment

Objectives for the Computing Environment

?? Ensure that hosts and gpplications are adequately defended againgt denid of service,
unauthorized disclosure, and modification of data

?? Ensure the confidentidity and integrity of data processed by the host or gpplication

whether both interna and externd to the enclave.

Defend againgt the unauthorized use of ahost or gpplication

?? Ensure that a variety of gpplications can be readily integrated with no reduction in

security (e.g., to meet the needs of a Joint Task Force)

Ensure adequate defense againgt the trusted insider

Ensure adequate defenses against subversive acts of trusted people and systems, both

internd and externa

3

NN

Table E3.3-3. Objectivesfor the Computing Environment
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E3.3.4. Establish Supporting Infrastructures.  Supporting  infrastructures  provide
the foundation upon which IA mechanisms ae used in the network, enclave, and
computing environments for  securdy managing the sysem and providing security
enabled services. The two primary supporting infragtructures are (1) key management
and (2) detect and respond. Table E3.3-4 ligs objectives for supporting infrastructures.
Supporting infrastructures provide security services for: networks (eg. wespons, identify
friend or foe, nuclear command and control systems); end-user workdtations, servers for
web, gpplications, and files and, sngle-use infragtructure machines (eg. higher levd
DNS sarvers, higher-leve directory servers). These services gpply to both classfied and
unclassfied enclaves.

Objectivesfor Supporting I nfrastructures

n

?? Provide a cryptographic infrastructure that supports key, privilege, and certificate
management; and that enadbles pogtive identification of individuds utilizing network
services

?? Provide an intruson detection, reporting, and response infrastructure that enables
rgpid detection and reection to intrusons and other anomaous events, and that
enables operationd Stuation awareness

Table E3.3-4 Objectivesfor Supporting Infrastructure

E3.34.1. Key Management Infrasructure  The key management
infrastructure provides a common unified process for the secure credtion, distribution,
and management of the cryptographic products such as public keys and traditiond
symmetric keys that enable security services for the network, enclave, and computing
environment.  Figures E3.3-4 and E3.3-5 depict high levd views of the future key
management infrastructure architecture and services. KMI-enabled security services such
as identification and authentication, access control, integrity, non-repudiation, and
confidentidity become increasingly criticdl as the Depatment incorporates A into its
electronic systems. Key management provides the common roles and interface
processes required to support |A.
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E3.34.2. Detect and Respond:  The cyber battlespace is highly fluid,
with operationd agility criticd to effective defense.  The detection, reporting, and
response infrastructure enables rgpid detection of and reaction to intrusons, and enables
operationd dtuation awareness and response in support of DoD missons.  Loca
infrastructures support loca operation and feed regiond and DoD-wide infrastructures,
0 that DoD can react quickly, regardliess of the scae of the intruson. Figure E3.3-6
depicts ahigh level view of the Detect and Respond process

Prevention

S .

Detection

Diagnosis and
Resolution and
Reconstitution

Handling/Respon:

Investigation

Note: Ref: ICSA white paper, " An

Introduction to Intrusion Detection and
Assessment" by R. Bace

Figure E3.3-6 Detect and Respond Process

E3.4. Threats and Attacks

Threet is defined as any circumstance or event with the potentia to cause ham to
an information sysem in the form of dedruction, disclosure, adverse modification of
data, and/or denid of service. Threats may vary based on the motivations and capabilities
of adversaries. Threat should be consdered from a misson viewpoint as well as from an
information processng perspective. Threats must be defined in terms of the threat
environment in which the misson will be accomplished. Attack is defined as an attempt
to gan unauthorized access to an information sysem’'s sarvices, resources, oOr
information or the atempt to compromise an information sysem's integrity, availdbility,
or confidentidity. Factors to condder when determining the threat to a particular
solution include:  types of attacks, level of access, risk tolerance, expertise, and resources
avalable to the adversary. Attacks can dso be defined in many ways. They can include
malicious attacks (e.g., virus, worm, Trojan horse, masguerading), unintentiona attacks
(e.g., mdfunction, human error), and physicd attacks (eg., fire, water, battle damage,
power loss). Andyss of potentid thrests and the countermeasures required to maintain
the appropriate confidentidity, integrity, and avalability of the information is required to
define the best practices to mitigate risk and support defense-in-depth. Table E3.4-1
provides common threat considerations and Table E3.4-2 provides categories of attacks.
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All these factors should be considered when designing a system.

Common Threat Consderations

% Indder intrusons- both human error and malicious
%5 Network based attacks both systematic and random

%5 Jamming of networks both malicious and inadvertent

%5 FHooding

%5 Theft of service

% Diguption of nelwork management communications and

services

%5 Unauthorized access to network operations and management
%5 Unauthorized intrusions by remote operators
%5 Mdlicious software developers and software
z#s Mdlicious hardware devel opers and hardware
%5 Overrun by adversaries
%< Unauthorized access by others with physical access

Table E3.4-1 Common Threat Condderations
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Passive Intercept Attacks — indude traffic andyds, monitoring of unprotected
communications, decrypting weskly encrypted traffic, and capturing  identification
numbers and passwords. Passve intercept of network operations can give adversaries
indications and warnings of impending actions.

Network-Based Attacks — include attempts to circumvent or bresk security features,
introduce mdicious code or to sed or modify information. These include attacks
mounted agangt a network backbone, exploitation of information in trandt, eectronic
penetrations into an enclave, or attacks on an authorized remote user when she attempts
to connect to an enclave.

Close-in Network-Based Attacks — attempt to execute network-based attacks to
penetrate an enclave’'s protection where the adversary gains access a a point insgde the
network and infrastructure protection boundary.

Insider Attacks — are performed by individuas who are authorized physica access to the
system or network or have authorized eectronic access to that system or network.
Madlicious indders have the intent to eavesdrop, sted, or damage information, or to deny
access to other authorized users. Non-mdicious atacks (typicdly resulting from
cardlessness or lack of knowledge) are dso consdered threats since their actions may
have security consegquences.

Hardware/Software Didribution Attacks — focus on the mdicious modification of
hardware or software at the factory or modification or subgtitution during distribution

Table E3.4-2 Categories of Attacks
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E3.5 Levdsof Robustness

E3.5.1. Robustness describes the srength of mechanism (eg., the drength of a
cryptographic dgorithm) and design assurance (i.e. confidence measures teken to ensure
proper mechanism implementation) for a technicd 1A <olution. 1A solutions in the
defense-in-depth drategy will be a one of three defined levels of robustness High,
Medium, or Basic. Desgndaing levels indicates a degree of robustness of the solution.
Evduation Assurance Level (EAL) leves, defined in the Internationd Common Criterig,
and classes of catificates, defined in the PKI roadmap, indicate a degree of confidence in
the security attributes of the products they relate to. As security mechanisms improve
over the years, the robustness of security products should adso improve, and more robust
products can be incorporated in security solutions. The more robust a particular security
atribute is, the greater the leve of protection it provides to the security services it
supports.  Assgning levels of robustness for integrity, avalability and confidentidity for
dl DoD information sysems is another means for ensuring the most cost effective and
bet use of IA solutions including COTS solutions. When implementing 1A solutions,
they will be a a designated robustness level except where noted. It is aso possible to
use non-technicad measures to achieve robustness. For example, physcd isolation and
protection of a network can be used to provide confidentidity. In these cases, the levd of
technicad solution robustness may be reduced or diminated. The three leves of
robustness discussed below are based on the robustness strategy presented in the IATF.
It should be noted that today’s technology could support development of more stringent
protection and rigorous Security countermeasures, however, development costs would far
exceed acceptable budget limits. Therefore, the term high robustness, used here, is
relative to the other levels of robustness, including those of the IATF robustness strategy,
and does not indicate the best that could be developed in an unrestrained environment

E35.1.1. High robustness security services and mechanisms provide
the most dringent protection and rigorous security countermeasures. High robustness
includes:

?7? NSA-catified Type 1 cyptography (agorithms and implementation) for
encryption, key exchange, digitd sgnature, and hash

?? Hardware security tokens (eg., smartcard) that protect the users private key
and the crypto-agorithm implementation

?7? NSA Type 1 cryptogrephicaly authenticated access control (eg., digitd
sgnature, public key cryptography based, chdlengeresponse identification
and authentication)

?? High assurance security design, such as specified by NSA or the Internationa

Common Criteria (CC) & a minimum an Evduated Assurance Leve (EAL)

greater than 4.

Class 5 PKI Certificates and/or NSA-certified key management

Solutions evaluated and certified by NSA.

NN

E3.5.1.2. Medium robustness security services and  mechanisms
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provide for additiona safeguards above the DoD minimum. Medium robustness includes:

?? NIST FIPS vdidaed cryptography (agorithms and implementation) for
encryption, key exchange, digitd dgnature, and hash (see dgorithm table
E3.5-3)

?? Hardware security tokens that protect the users private key

?? NIST cryptographicaly authenticated access control (eg., digitd sgnature,

public key cryptogrephy based, challengefresponse identification and

authentication)

Good assurance security design such as specified in CC as EAL3 or greseter.

Class 4 PKI1 Certificates and/or NSA-certified key management

?7? Solutions evaduated and vdidated under the Common Criteria Evauation
vaidation scheme and/or NSA

33

E3.5.1.3. Basic robustness is equivalent to good commercid practice.
Basic robustness includes:

?? NIST FIPS vdidaed cryptography (dgorithms and implementation) for

encryption, key exchange, digitd dgnature, and hash (see dgorithms a Table

E3.5-4)

Software tokens (certificate held in software on the user’ s workstation)

Authenticated access control (e.g., digitd sgnature, public key cryptography

based, chdlengeresponse identification and authentication or pre-placed

keying materid)

CC EAL 1 or greater assurance

Class 3 PKI Cetificates or pre-placed keying materia (see reference (p)for

the policy on migration to Class 4 Certificates)

?? Solutions evauated and vdidated under the Common Criteria Evauation
Vdidation Scheme and/or NSA

33

33

E3.5.2. While paragrph E3.5.1. focuses on the robustness of individua security
services and mechanisms, the robustness of a network solution must be consdered in the
context of defense-in-depth (see section E3.3) and the threat environment in which the
system operates. For indtance, a system operating on a protected backbone between
secure enclaves may not require additiona mechanisms for authentication and access
control. In addition, if community of interest separation is provided through encryption,
it will require less robust solutions,

E35.3. The tables below ae tools for use in a disciplined sysem security
engineering gpproach for building or replacing sysems. They cover the mgor defense in
depth areas but are not dl-inclusve for every system requirement and should not be used
as a ubditute for good systems security enginegring.  The robustness indicated is the
minimum that should be congdered for the defense in depth goplication in the
environment listed. However, more robust solutions should aways be consdered during
the in-depth security andyss of sysem requirements. In addition, as information
assurance technology improves, and systems are replaced or upgraded, higher robustness
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E3.5.3.1. Availability ensuresthat the resources and data are in place, a the
time and in the form needed by the user. Availability can be enhanced by access contral,
which limits access to authorized users only. Integrity ensures that data has not been
atered or destroyed and is achieved through the use of digital Sgnatures or keyed hash
schemes. Non-repudiation provides the ability to prove to athird party that an entity did
indeed participate in acommunication. Non-repudiation is provided by the authenticating
characteridics of digital Sgnatures. Minimum robustness requirements for availability,
integrity, and non-repudiation are shown in Table E3.5-1.

Security Service Robustness
High Medium Basic
Availability Mission Critical over an 1. Mission support and
unencrypted network. Administrative over any

network.
2. Mission Critical over
an encrypted network.

Integrity, Non- 1. Mission Critical over 1. Mission Critical over

repudiation an unencrypted network. | an encrypted network.

2. Network Management
commands over an
unencrypted network.

2. Mission support and
Administrative over any
network.

3. Network Management
commands over an
encrypted network.

Table E3.5-1 Security Services Robustness

E3.5.3.2. : Access Control isused to limit access to networked resources
(hardware and software) and data (stored and communicated). The main elements of
access control are identification and authentication (I&A) and authorization. Passwords,
tokens, and certificates are used to achieve authenticated access control. Table E3.5-2
gives examples of minimum robustness requirements for access control mechanismsin

particular Stuations.
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Defensein Depth Application

Level of Robustnessfor Access Control

examples Encrypted and/or Unencrypted or not
Physically | solated Physically isolated
Network Network

Defend the Networ k

Access to DoD Network Management Basic Medium

Centers and all Network Management

control commands to managed GIG

components (e.g. routers, switches), aswell

asinter-element commands (e.g. router table
propagation)

Defend the Enclave

All interconnections between Enclaves
or LANSs operating at different classification
levels, (e.g. TSto Secret, Secret to
Unclassified) will only be through awell-
defined and controlled gateway. (NOTE:
Connection between different classification
levelsalow lower classified or unclassified
data from the higher classified system to be
moved to the lower classified or unclassified
system (e.g., unclassified data on a secret
system to an unclassified system). In
addition, unclassified datafrom an
unclassified system can be moved to a
classified system with the use of awell-
defined and controlled gateway.

Medium + (Thelevel of
robustness for this case,
whichisalso know asa
high assurance guard, is
medium, however
additional design
assuranceis required and
must have an EAL greater
than 4.)

Medium + (The level of
robustness for this case,
whichisalso know asa
high assurance guard, is
medium, however
additional design assurance
isrequired and must have
an EAL greater than 4.)

All boundaries between Enclaves at the
same sensitivity level and the WAN will be
protected

Basic

Basic- for mission support
and administrative
information

Medium- for Mission
critical

(NOTE: All gateways at boundaries
between Enclaves and WAN will contain an
intrusion detection / attack sensing and
warning capability. All interconnections
between Enclaves or LANS operating at
different classification levels should be
designed and analyzed to reduce covert
channels)

Defend the Computing
Environment

User Logon to aworkstation to gain access
to network resources

Basic

Basic

User accessto servers (e.g. Web servers,
database servers, file servers) or other
components storing Special
Compartmented, Special Access, or other
Mission Critical information, will use
authenticated access.

Basic

Medium
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User accessesto servers (e.g. Web servers, | Basic Basic
database servers, file servers) or other
components storing mission support or
administrative, will use authenticated
access.

All Network Management control Basic Medium
commands to managed GIG components
(e.0. routers, switches), aswell asinter-
element commands (e.g. router table
propagation) in the Enclave will employ
authentication.

All Mission Critical, Mission Support and Basic Basic- for mission support

Administrative transactions, to include and administrative

individual (non-organizational) e-mail and information

e-commerce, will be secured with adigital Medium for Mission
ﬁjnature. Critical information

Table E3.5-2 Access Control Robustness Examples

E.3533. Encryption is a primay method of ensuring that information is not
made avalable or disclosed to unauthorized individuas, entities, or processes. It is used
to provide confidentidity, data separation or privacy. Table E3.5-3 provides robustness
guidance for data encryption robustness. Note that when information is encrypted for the
purposes of data separation or privacy, it is dways tunneled through a network thet is
aso encrypted for confidentidity.

Purpose of Encryption | Data classification / Network Minimum Robustness
Type of Algorithm
Confidentiality TS through Secret High
TS through Commercial High
Secret through Commercial High
Unclassified Sensitive through Basic
Commercial
Data Separation Secret through TS Medium
U through TS Medium
U through Secret Medium
Privacy TSthrough TS Basic
Secret through Secret Basic
Unclassified through Unclassified | Basic
Sensitive

Table E3.5-3 Data Encryption Robustness

E35.34. Cryptographic functions include encryption, hash, signature and key
exchange dgorithms. These dgorithms ae used to protect the confidentidity and/or
integrity of information. Table E3.5-4 ligs currently avalable dgorithms. It incudes
dgorithms that are often encountered in commercia products primarily for reference
purposes.  The number of bits or the length of the cryptographic key used in the
dgorithm and the desgn assurance of the dgorithm are directly related to its robustness
and will determine whether the NIST certified dgorithms lisged in Table E3.5-4 are basic
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or medium robustness.  Within the Department of Defense, only NSA or NIST certified
cryptogrgphic  algorithms may be used (reference (c)) unless otherwise authorized
(reference (n)). See Chepter 4 of the IATF (http://www.iatf.org) for a detaled
description of agorithm robustness.

Algorithm Commercially NIST Certified NSA Certified
Available (Reference) Basic/M edium High Robustness
Robustness
Encryption Algorithm | RC4 AEA Contact NSA
RC5 DES*
IDEA SKIPJACK
Blowfish
Hash Algorithm MD5 SHA1 Contact NSA
New standards as available New standards as
available
Signature Algorithm RSA DSA Contact NSA
EDSA
Key Encryption RSA KEA Contact NSA
Algorithm DH
AEA - Advanced Encryption Algorithm IDEA - I nternational Data  Encryption
DES- Digita Encryption Standard Algorithm
DH- Diffie-Hellman KEA - Key Encryption Algorithm
DSA- Digital Signature Algorithm MD5- Message Digest 5
EDSA- Elliptic Digital Signature Algorithm RSA - Rivest-Shamir-Adleman
Hash- One way mathematical operation SHA - Secure Hash Algorithm

* - 3DES s currently recognized as a de facto standard, but has not been NIST Certified.

Table E3.5-4 Algorithm Robustness Examples
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E3.6. Non-Technicd Countermeasures. The defense in depth drategy relies on both
technicd and nontechnical countermeasures as co-equal patners to establish and
maintain an acceptable 1A posture across the DoD. Non-technica countermeasures are
discussed below.

E.36.1 Personnd Security: Personnd security is an integra part of the overdl
Information Assurance program.  Specific requirements for personne assgned to
Information Assurance jobs can be found in DoD Regulation 5200.2R, *“Personnd
Security Program’”.

E.36.2 Physcd Security: Physcad Security is the action taken to protect DoD
information technology resources (eg. indalations, personne, equipment, eectronic
media, documents, etc.) from damage, loss, theft, or unauthorized physicd access.
Specific guidance can be found in DoD Regulation 5200.8, “Security of Military
Installations and Resources.”

E3.6.3 Procedurd Security: Procedural Security is an integrd pat of the ovedl
Information Assurance environment and supports the concepts of defense-in-depth.
Procedura  security measures both complement technica  security measures, and can
provide dternaives to technica security means when risk andyss indicates the use of
procedures does not increase the overal risk to a system or network. Procedura Security
provides the necessary actions, controls, processes, and plans to ensure continuous
operation of a sysem or network within an accredited security posture, and is site and
task dependent. Site security procedures shall be developed to supplement the security
features of the hardware, software and firmware of information technology resources, to
include such standardized processes as security training, user access control, media
labeling and classfied materid handling.

E3.6.4. Security Traning, Education and Certification. Security  education,
training, and awareness are essentid to a successful |A program.  Employees who are
informed of gpplicable organizationa policies and procedures can be expected to act
effectivdly to ensure the security of system resources Genera users require different
traning than those employees with specidized responghbiliies  Minimum 1A training
requirements to support D-i-D can be found in joint USD (P&R) and ASD (C3l)
guidance (reference (p)).

E3.6.5. Marking and Labding

E3.651 Sorage Media Information storage media will have
extend labels indicating the security dasdfication of the information and gpplicable
asociated security markings, such as handling caveats and dissemination control [abels.
ISSO's and SA’s shal identify the removable storage media to be used with a system.
Classfied removable media shdl be controlled and protected in a manner similar to that
used for classfied paper materids.
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E3.65.11 Removable media shdl be marked as classfied if the
media has ever been used on the classfied sysem, AND during any use on the system,
was writeable (i.e., the write-protect feature could not be verified).

E3.6.5.1.2.  Non-removable information storage media shdl bear
extend labels indicaing the security dassfication of the information and applicable
associated security markings, such as handling caveats and dissemination control labels.
If it is difficult to mark the nonremovable media itsdf, the labels described bdow may
be placed in areadily visble position on the cabinet enclosing the media

E3.6.5.2 Marking Hardware Components.  Procedures shal be
implemented to ensure that al components of an IS, including input/output devices tha
retain information, terminds, standalone microprocessors, and word processors used as
teeminds, bear a conspicuous, extend labd. This labd dhdl date the highest
classfication levd and mod redrictive dassficaiion category of the information
accessble to the component in the IS. This labeling may consst of permanent markings
on the component or asign placed on the termindl.

E3.6.5.3. Marking Human-Readable Outpuit.

E3.6.5.3.1. Humanreadable output shal be marked appropriatdly,
on each human-readable page, screen, or equivdent (eg., the proper classfication must
appear on each classfied microfiche and on each page of text on the fiche).

E3.6.5.3.2 Wamning Banne: All individuds atempting access to
DoD information sysems shdl be provided sufficient notice that use of officad DoD
information systems or networks conditutes consent to monitoring. Adequate warning
shdl be provided by clearly displaying the legdly approved DoD warning banner. At a
minimum, the DoD warning banner shdl be dislayed to the user upon initid entry/login
to sysem, network, loca, and remote resources. Acceptance of the banner warning
screen shall congtitute consent to monitoring.

E3.6.6. Standard Operating Procedures. Consstent, clearly documented operating
procedures for both sysem configuration and operationa use are key to ensuring
information assurance. Procedures should define deployment of the system, system
configuration, day to day operations for both the sysem adminigtrator and user, as well as
how to respond to red or perceved atempts to violae sysem security. All DoD
information systems and networks shal include written standard operating procedures,
which ae routindy updated and talored to reflect changes in the operationd
environment.

E3.6.7. Incident Reporting and Response:  In addition to protective messures
designed into information systems and architectures, sites should have a dructured ability
to audit, detect, isolate, and react to intrusons, service disruptions, and incidents that
threaten the security of DoD operations.
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E3.6.7.1. Incident Reporting:  All DoD organizations shdl promptly
report incidents via their appropriate chain of command. Types of incidents that will be
reported include:

E3.6.7.1.1. Intruson:  Unauthorized access to an information
sysem.

E3.6.7.1.2. Denid of Sevice Attacks. Actions which prevent
any pat of an automated information sysem from functioning in accordance with its
intended purpose, to include any action which causes the unauthorized destruction,
modification, or delay of service.

E3.6.7.1.3 Madlicious Logic. Hadware, software, or firmware
that is intentiondly incdluded in an information sysem for an unauthorized purpose, such
asavirusor Trojan horse.

E36.7.14 Probe: In information operations, any attempt to
gather information about an automated information system or its users online.

E3.6.7.2. Computer Incident Response: In accordance with the JTF-
CND Concept of Operations dated December 1998, the JTF CND, serves as the DoD
primary computer incident response capability to provide assdance in identifying,
assessing, containing, and countering incidents that thresten DoD information systems
and networks. The JTF CND will collaborate and coordinate DoD efforts with other
Government and commercid activities to identify, assess, contain, and counter the impact
of computer incidents on national security communications and information sysems, and
to minimize or diminate identified vulnerabilities

E3.6.7.3. COMSEC Maeid Incident Reporting: Incidents
involving the compromise or the suspected compromise of COMSEC materid or
incidents that warrant further investigation shdl be reported in accordance with NSTISSI
4005, Safeguarding Communications Security (COMSEC) Fecilities and Materids, dated
August 1997.

E3.6.8. Assessments

E3.6.8.1. Vulnerability Asessments Vulnerability
assessments  identify  vulnerabilities in an  operaiond environment and vdidae a
paticular dt€'s overdl security posture and degree of system integration. Types of
assessments include, but are not limited to:

E3.6.8.1.1. Monitoring: Monitoring is an on-line assessment to
better understand the vulnerability of DoD systems.
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E3.6.8.1.2 On-Line Surveys  Online surveys conducted by
Services and Defense agencies hdp DoD commands identify vulnerabilities on assgned
and joint systems.

E3.6.8.2 Commands may request more detaled on-dte assstance
(e.g., on-gte assessments and | SSE surveys) to better understand their vulnerabilities.

E3.6.8.3. Red Team Opedtions Red Team operaions may be
employed to vdidate existing |IA protections and to exercise standard operating
procedures and tactics to evaluate vulnerabilities.

E3.6.9. Risk Management

E3691 Risk management is the discipline of identifying and measuring
security risks associated with an information system, and controlling and reducing those
rsks to an acceptable levd. The god of risk management is to invest organizationd
resources to mitigate security risks in a cogt-effective manner, while enabling timdy and
effective misson accomplishment. Rik management is an important agpect of
information assurance and defense-in-depth.

E.3.6.9.2 The risk management process identifies assets to be protected,
potentid threats and vulnerabilities, and countermeasures and safeguards that  can
eiminate vulnerabilities or reduce them to levels acceptable for IS accreditation. Risk
management is based on caeful identification and evduation of the thrests and
vulnerabilities that apply to agiven IS and its operationd environment.

E.36.93 Risk management is relevant to the entire life cycle of an IS.
During IS development, security countermeasures are chosen.  During IS implementation
and operation, the effectiveness of in-place countermeasures is reconfirmed, and the
effect of current threat conditions on system security is assessed to determine if
additional countermeasures are needed to sustain the accredited I1S's security.  In
scheduling risk management activities and desgnating resources, careful consderation
should be given to Cetification and Accreditation (C&A) gods and milestones.
Associated risks can then be assessed and corrective action taken for unacceptable
riks. Risk management requires the routine tracking and evauation of the security date
of anIS. The risk management process includes:

E.3.6.9.31 Anayss of the threats to and vulnerabilities of an
information sysem, as wel as of the potentid impact that losng the sysgem's
information or cgpabilities would have on nationd security. This andyss forms a basis
for identifying gppropriate and codt- effective countermeasures.

E3.6.9.3.2 Rik mitigation. Andyss of trade-offs among
dternative sets of possible safeguards.
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E.3.6.9.3.3 Resdua rik determination. Identification of the
risk remaining after applying safeguards.

E.3.6.9.34  Acceptable leve of risk. Judicious and carefully
consdered assessment by the appropriate DAA that the resdud risk inherent in operating
the IS after implementing al proposed security features is acceptable.

E.3.6.935 A reactive or respondve risk management process.
To facilitate investigation of, and response to, incidents.

E.36.94 The risk management process applies both with al layers of the
D-i-D drategy and the trangtion points between D-i-D layers. Interconnected systems
pose risks that must be mitigated, in part, by further management processes

.....Risk accepted by oneisrisk imposed on all

E3.694.1. Configuration  Management: Configuration
management identifies, controls accounts for, and audits dl changes made to a dte or
information system during its dedgn, deveopment, and operationd lifecycle.  Proper
configuration management can subgantialy reduce and sometimes diminate the need for
cosly complete re-accreditation.  Appropriate levels of configuration manegement shdll
be established to maintain the accredited security posture. Each change or modification
to an information system or dte configuration shal assess the security impact of such a
change againg the security requirements and the accreditation conditions issued by the
DAA.

E3.694.2.  Daa Management:  The increasng rdiance on
digributed, interconnected information systems negates many of the data protection
mechanians built in to traditiond “sygem high” networks and requires additional
safeguards to protect DoD information from both unauthorized users and from authorized
users without a need to know. Data processed, transmitted and stored on DoD
information systems shdl be protected to the gppropricte levdl of dasdfication or
sensitivity and required leve of 1A.

E3.6.943 Requirements Management: For specific systems
security  requirements  for passwords, marking guidance and implementation, account
management, and operating systems security requirements, please refer to the Defense
Information  Infrastructure  Common Operating Environment (DIl COE) Software
Requirements Specification for security version 4.0 dated 20 October 1998.

E3.6.10 Sysem Security Policy: An Information System Security Policy (ISSP)
shal be developed and mantained for every DoD organization employing information
technology resources and for each information sysem used within the DoD. The ISSP
shdl identify the security requirements, objectives and policies implemented to safeguard
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the dte or system in a prescribed operationd configuration, to include requirements for
system redundancy and data backup and risk management decisons. Contingency plans
will be developed and tested to prepare for emergency response, backup operations, and
post-disaster recovery. This policy document will become part of the SSAA required by
the DISTCAP (reference (j)).
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